Dear Delegates,
It is our pleasure to welcome you to this panel about NATO. We, Atif and Jochem, will be your
moderators in the days to come to the best of our abilities.
You will take part in discussions surrounding the North Atlantic Treaty Organization. NATO is
one of the most successful and long lasting military and security alliances the world has ever seen,
but at the same time its continuously facing old and new challenges. Here you will be occupied
with some of these challenges, namely those arising from technological change.
Does NATO have a role in accommodating the positive effects, and countering the negative effects
of AI? Are its current cybersecurity strategies and systems up-to-date and enough to safeguard
member states? And what role should it take in the debate about military drones (RPA’s)? It will
be up to delegates like you to come up with some thoughts, and maybe even some answers, to
questions like these.
In order to do this you are expected to do your own research. To help you, in this Background
Paper the fundamental questions lying in front of you are explained, providing you with the
necessary basics. However, in order to properly navigate through our council proceedings, it is
most certainly needed that you do your own thorough research! In order to start your own research
we further recommend having a look at the suggested reading section that you will find here.
We are looking forward to our sessions and wish you the best of luck in your preparations. If you
have questions about NATO, the topics described here or other substantive affairs, do not hesitate
to reach out to one of us. If you have questions about the organization of the conference or your
registration, we advise you to reach out to the IsarMUN organizers.
Best of luck and see you all in November!
Kindest regards,
Jochem Lammersma
lammersma.j@gmail.com

Atif Jawed
atifjawed0612@gmail.com

Intro
The challenges addressed by the delegates will concern technological changes. We will mainly
focus on cybersecurity, AI and military drones or RPA’s. If delegates see connections with similar
forms of technology and deem this relevant, they are of course free to bring this up in our
discussions to come. On cybersecurity, a great deal has already been done in a NATO framework,
and we want to ask delegates to be both creative and smart on how the current cyber frameworks
address the opportunities and threats of cyber and where they could be improved still. AI is a newer
realm, with less action, but an evenly high urgency to act, taking into account that NATO’s
competitors will not sit still and develop such capacities on their own, be it state or non-state actors.
In the field of RPA’s NATO has taken its first steps, but should that be its only steps? Or do you
believe that was a step too far already?
As a last ‘household’ point we want to highlight one other thing. You have been allocated in
particular sectors and prepared from the perspective of your own theme. However, we hope
discussions in our panel will not revolve around ‘politics vs. economics’, ‘ethics vs. operational
standpoints’ or something similar. Yes, of course there can be tensions between viewpoints, but
truly understanding these topics means understanding how such viewpoints interrelate and can be
connected together. That is what we hope you will be doing in the days to come. Not challenging
a political viewpoint because you were allocated in the economics sector, but to (for example)
integrate the operational and geopolitical arguments of other delegates with your ethical
standpoints so that your plea becomes stronger and this eventually results in a solution paper.

Figure 1: NATO headquarters

Cyber Threats and Security
Despite the known fact that NATO member states and allies are continuously improving their
cyber defences, it raises the question of shared knowledge and the capability to reach a certain
level of uniformity among the alliance to face future threats in terms of cyberspace and its future
use. Hence, delegates at this conference are expected to look through common grounds and find
alternative solutions that are based on knowledge sharing and understanding the need to build a
united front on a cyber space level like how NATO stands on Land Sea and Air.
Cyber threats and attacks are becoming more common, sophisticated and damaging. NATO is
faced with an evolving complex threat environment. Besides criminal use of cyber tools, state and
non-state actors can use cyber-attacks in the context of military operations. NATO and its Allies
rely on strong and resilient cyber defences to fulfil the Alliance’s core tasks of collective defence,
crisis management and cooperative security. Hence it is clear that NATO and its constituents need
to be prepared to defend its networks and operations against the growing sophistication of the
cyber threats and attacks it faces. It has to be noted that the effects are not limited to military
operations alone (for example disrupting weapon systems or supply lines), but can be used to
disrupt civilian life as well (by targeting power grids or transportation systems). Understanding
the fact that we live in a world where anything and everything is connected to the cloud, means
understanding its potential vulnerability to cyber attacks.
NATO adopted an enhanced policy and action plan on cyber defence, endorsed by Allies at the
Wales Summit in September 2014. The policy establishes that cyber defence is part of the
Alliance’s core task of collective defence, confirms that international law applies in cyberspace
and intensifies NATO’s cooperation with industry. The top priority is the protection of the
communications and information systems owned and operated by the Alliance. It also provides for
streamlined cyber defence governance, procedures for assistance to Allied countries in response
to cyber-attacks, and the integration of cyber defence into operational planning, including civil
emergency planning. It also foresees boosting NATO’s cooperation with industry, including
information sharing, the exchange of best practices and the exploration of innovative technologies
to enhance cyber defence. Allies have also committed to enhancing information sharing and
mutual assistance in preventing, mitigating and recovering from cyber-attacks. At the Warsaw
Summit in July, NATO Heads of State and Government are expected to recognize cyberspace as
an operational domain, in addition to air, land and sea. Treating cyberspace as an operational
domain will enable the Alliance to better protect its missions and operations, with more focus on
training and military planning. It is well understood that this will give NATO a better framework
to manage resources, skills, capabilities and coordinate decisions.
NATO’s Computer Incident Response Capability (NCIRC) protects NATO’s own networks by
providing centralized and round-the-clock cyber defence support to various NATO sites. It handles

and reports incidents and disseminates important incident-related information to system/security
management and users. NCIRC also maintains Rapid Reaction Teams, which can be deployed to
support the protection of NATO or Allied networks.

Cooperating with International Organizations
As cyber threats defy state borders and organizational boundaries, NATO has engaged with
relevant countries, organizations and private sector to enhance international security. NATO works
with, among others, the European Union (EU), the United Nations (UN), the Council of Europe
and the Organization for Security and Cooperation in Europe (OSCE). In February 2016, NATO
and the EU concluded a Technical Arrangement on Cyber Defence to help both organizations
better prevent and respond to cyber-attacks. This Technical Arrangement provides a framework
for exchanging information and the sharing of best practices between emergency response teams.

Cooperating with Industry
The private sector is a key player in cyberspace. Technological innovations and expertise from the
private sector are crucial to enable NATO and Allied countries to mount an effective cyber
defence. Through the NATO Industry Cyber Partnership (NICP), NATO and its Allies are working
to reinforce their relationships with industry. This partnership relies on existing structures and will
include NATO entities, national Computer Emergency Response Teams (CERTs) and NATO
member countries’ industry representatives. Information sharing activities and exercises,
education and training are just a few examples of areas in which NATO and industry have been
working together.
In all these ways, the Alliance and its Allies are actively improving their cyber defences,
positioning NATO to defend itself as effectively as it does on land, at sea, and in the air – allowing
cyberspace to contribute to the overall defence and deterrence posture of the Alliance. Given the
centrality of cyberspace to the modern way of warfare, it is imperative that the Alliance be equally
capable in this domain as the others.
Allies may wish to consider what aspects of their current work should have the greatest priority
and resourcing. The CyOC, for example, is the most significant aspect of adapting the NATO
Command Structure for cyberspace. As the CyOC moves towards first initial then final operating
capacity, it will be critical that it is resourced with sufficient – and sufficiently expert – personnel.
The level of malicious cyber activity below the threshold of armed conflict will remain a
continuous challenge; as Allies consider how best to respond, both individually and as an Alliance,
they may wish to consider existing tools. In addition to Article 5, generally the most well-known
part of the Washington Treaty, Allies also have Article 4 at their disposal, which allows for

consultation whenever any Ally believes an Ally’s “territorial integrity, political independence, or
security” is threatened.
Also understanding that the level of malicious cyber activity below the threshold of armed conflict
will remain a continuous challenge; as Allies consider how best to respond, both individually and
as an Alliance, they may wish to consider existing tools, but effective and cohesive use of such
tools to effectively uphold the alliance from such threats in the future will be determined by the
delegates in the committee. Since the different national strategies refer to the need for legal and
ethical frameworks. NATO's past experience shows that in a multinational setting, it is important
to understand AI-enabled military applications and to support their implementation in practical
contexts. This requires open dialogue between Allies and other partners as well as with industry.
NATO has the potential to play a unique role in this process going forward.
Finally, when seeking to keep pace with change in this domain, Allies might see benefit in
continuing to evaluate how collaboration with industry might evolve – both how it shares
information and how it procures technologies.

AI
AI-based military applications present both opportunities and challenges for multinational military
cooperation. While there have been a number of recent developments in national AI strategies and
policies, discussions at the NATO level are still in early phases, and there is no agreed NATO
policy in this area. Perceptions of security threats are shifting as a result of the rise of great power
competition. At the same time, the AI policies of some individual Allies are rapidly evolving.
The Strategic Context at NATO
NATO is an alliance of thirty states that has collective defense as one of its three core tasks.1 Part
of NATO's identity is as “an alliance that constantly modernises and adapts to new threats and
challenges,”2 including those arising from the development of new technologies. As Allied Heads
of State and Government put it at their meeting in December 2019 in London, “To stay secure, we
must look to the future together. We are addressing the breadth and scale of new technologies to
maintain our technological edge, while preserving our values and norms.”3
These two short sentences contain at least four different ideas that shed light on NATO's strategic
approach to AI. First, they emphasize maintaining “our” technical edge. This could be interpreted
as referring to the collective advantage that NATO Allies enjoy or to the advantage that individual
member states have. Second, the emphasis on maintaining an edge hints at the growing importance
1 See, e.g., NATO, strategic concept (Nov. 19, 2010) (setting forth the Alliance's three core tasks).
2 NATO, Brussels Summit Declaration, para. 79 (July 11, 2018).
3 NATO, London Declaration, para. 6 (Dec. 4, 2019).

of great-power competition in NATO's strategic thinking, especially with regard to China. The
Alliance increasingly has turned its attention to China, with NATO leaders adopting historic
language at the London Summit about the “opportunities and challenges” posed by China.4
Technological competition, including in the AI field, where China has made major advances, is
one of these areas. Third, the statement refers to the need to “preserv[e] our values and norms”
while dealing with the new technology. While not going into detail about what those values and
norms are, this language flags the importance of legal and ethical considerations in working
together. Finally, the statement has an express reference to the need for multilateral cooperation in
this space going forward: “we must look to the future together.”
Another element of the strategic context is the rapid proliferation of national military AI strategies
adopted by individual NATO Allies. Many of these strategies explicitly include legal and ethical
components. For example, France's recent strategy on AI and defense sets forth three major
principles: (1) respect for international law; (2) the presence of sufficient human control; and (3)
ensuring responsibility of human command. France is also working to create a defense-focused
ministerial ethics committee whose purpose will be to discuss the implications of emerging
technologies in the defense field.5 The 2018 German AI strategy—which is general in scope, not
specific to the defense sector—refers to the need to “integrate[e] AI in society in ethical, legal,
cultural and institutional terms in the context of a broad societal dialogue and active political
measures.”6 In the United States, the Department of Defense recently adopted five principles that
the Defense Innovation Board proposed to govern the development of AI systems in defense,
emphasizing that such development must be: (1) responsible; (2) equitable; (3) traceable; (4)
reliable; and (5) governable.7
While these strategies use some of the same categories of terms and thus appear to speak the same
language, it is not clear to what extent states would agree about how to apply such principles in
the context of a specific military use of AI. ‘Hence should the alliances continue to work
unilaterally on AI and cooperate incidentally, or should the efforts be inherently international in a
NATO context?’
While these strategies are developed to govern work at the national level, they also tend to refer—
if only in general terms—to the need for multilateral cooperation. The U.S. Department of
Defense's Joint Artificial Intelligence Center, for example, articulated as one of the pillars of its
strategic approach “evolving our crucial international alliances and partnerships abroad. An
extended network of mutually beneficial alliances and partnerships provides a durable means of
4 Id. at para. 6 (“We recognize that China's growing influence and international policies present both opportunities and challenges that we need to address

together as an Alliance.”).
5 See the Ministry of Armed Forces Presents its New Strategy for Artificial Intelligence, permanent representation of France to Nato (Apr. 5, 2019).
6 The Federal Government's Artificial Intelligence Strategy: AI Made in Germany, german federal ministry for economic affairs and energy (Dec. 4, 2018).
7 See C. Todd Lopez, DOD Adopts 5 Principles of Artificial Intelligence Ethics, dod news (Feb. 25, 2020).

overcoming global AI challenges, deterring aggression, and supporting stability through
cooperation.”8 While the European Commission's February 2020 AI White Paper excludes military
AI from its scope,9 a food-for-thought paper on AI developed during the 2019 Finnish presidency
of the European Union emphasizes the importance of cooperation with partners, including as part
of the increasing trend toward EU-NATO cooperation.10
NATO Activities to Date
If NATO Allies must look to the present and future of new technologies together and if national
strategies are calling for more international cooperation, it is worth asking what they have done
together to date. Allied Command Transformation (ACT), one of NATO's two strategic
commands,11 has played a leading role in NATO's work on innovation and disruptive technologies,
including AI. In October 2019, for example, ACT organized an informal workshop with NATO
ambassadors and military representatives.12 The focus of the event was “the Alliance's efforts to
leverage the power of data science, machine learning and other new technologies to improve its
decision-making.”13 This event followed up on a similar informal workshop held in March 2018
designed to highlight the broader impact of the development of disruptive technologies on the
Alliance.14 One take-away from this informal discussion was that allies may wish to discuss some
of the legal implications of this emerging technology in a multilateral forum such as NATO.
On the level of policy documents, NATO has developed an “Emerging and Disruptive
Technologies Roadmap” that is meant to guide future Alliance work in this area. As ACT describes
it, the Roadmap “uses a bottom-up approach to conduct rapid and tangible demonstrations in
realistic operational conditions in order to understand the potential of Emerging and Disruptive
Technologies from both the opportunity and threat standpoints and to set the conditions to use
them within NATO and its Member Nations.”15 This could include drawing out some commonly
accepted legal and ethical principles surrounding the military use of AI such as respect for
international law, the need to keep humans in the loop, and the importance of clear accountability.
More broadly, NATO is actively working to develop a data policy, specifically to put in place
standards relating to the oversight of multinational pooling and sharing of data.16
8 U.S. Department of Defense, Summary of the 2018 Department of Defense Artificial Intelligence Strategy (Feb. 12, 2019).
9 Eur. Comm'n, White Paper on Artificial Intelligence – A European Approach to Excellence and Trust, COM (2020) 65 final (Feb. 19, 2020).
10 Finland, Estonia, France, Germany & The Netherlands, Digitalization and Artificial Intelligence in Defence (May 17, 2019). On potential areas of NATO-EU

cooperation, see Eur. Union Inst. for Security Studies, The EU, NATO and Artificial Intelligence: New Possibilities for Cooperation? (Nov. 14, 2019).
11 ACT is based in Norfolk, Virginia. NATO's other strategic command is Allied Command Operations located at the Supreme Headquarters Allied Powers Europe

in Belgium.
12 NATO, NATO Ambassadors and Military Leaders Meet to Discuss Disruptive Technologies (Oct. 2, 2019).
13 Id.
14 See NATO, SACT's Opening Remarks to the NAC/MC Away Day (Mar. 22, 2018).
15 ACT, NATO Defense Ministers’ Meeting (June 27, 2019).
16 See, e.g., Joel Gehrke, NATO Official Calls for “Massive Collection of Data” in Order to Maintain Military Edge, wash. examiner (Feb. 20, 2020).

Finally, in terms of training and exercises, NATO is also now regularly integrating new technology
in its exercises, especially in the area of humanitarian assistance. For example, a NATO disaster
response exercise held in Serbia in October 2018 successfully incorporated disaster relief tools
powered by artificial intelligence such as the processing of aerial images of the simulated disaster
site in order to identify victims more quickly.17
AI Applications from a NATO Perspective
It is useful to complement this description of NATO's fairly nascent policy work on military
applications of AI with a brief overview of the types of applications that one hears most discussed
in NATO circles. Given the amount of academic, media, and political attention to the issue of
lethal autonomous weapons systems (LAWS), it might come as a surprise that it is the far less
high-profile or headline-grabbing applications of AI that receive attention within NATO. This may
well be because LAWS are already being discussed by a Group of Governmental Experts within
the Geneva-based framework of the Convention on Certain Conventional Weapons, thus making
Allies hesitant to duplicate discussions in Brussels. However, the reason that the issue of LAWS—
however important the debates involved—is not on the forefront of the agenda at NATO is likely
more straightforward: that current and foreseeable technology suggests different, perhaps more
prosaic applications, for AI in the military sphere. This essay focuses on two: (1) intelligence,
surveillance, and reconnaissance (ISR); and (2) cyber defense. The development and use of AIenabled applications in each of these areas clearly presents both opportunities and challenges.
Enhancing the information available to support decision-making is one of NATO's priorities. ISR
is based on information-gathering from a variety of assets deployed across domains. The
information or data gathered from both NATO and national assets can then be fused together to
help identify patterns and trends in support of situational awareness and operational decisionmaking. Since this data will likely be too voluminous for traditional human analysis, NATO can
leverage AI-enabled systems to comb through these datasets. In this way, NATO can apply AI to
enhance situational awareness and improve decision-making, a potentially considerable advantage
given the challenges of getting all Allies up to speed on rapidly evolving situations.
AI applications can also be used in the context of cyber defense, where NATO has a defensive
mandate focused on defending NATO's networks and supporting Allies as they defend their own
networks. AI-based applications cover areas such as preemptive patching and the taking of
corrective action on the basis of a constant analysis of low-level and recurrent patterns of attacks
and cyber threats across networks, all done more quickly and with greater precision. Moreover,
the more information exchanged on the nature of attacks in a variety of networks, the easier it is
to identify trends in multinational cyber threats.
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While the use of AI in both these contexts could potentially increase the speed and quality of
multinational military cooperation, it clearly also can pose difficulties. For example, increasing
speed could be perceived as fueling pressure for inappropriately accelerated action. This kind of
acceleration of usual processes might be perceived as going against “normal” NATO decisionmaking in a number of ways: it might be seen as evading the political control exercised by the
North Atlantic Council, overriding the consensus decision-making that applied within the Alliance,
being susceptible to misinterpretation or being seen as escalatory in nature, or otherwise leading
to unpredictable results. In an extreme case, Allies might see these situations as inconsistent with
NATO's collective defense mandate. This might result in a backlash against the use of AI-enabled
military applications, precisely at a time when the Alliance needs to maintain an edge with them.
In other words, as with many issues involved in multinational military cooperation, the problem
may ultimately boil down to one of trust.
Depending on the type of AI being used for certain purposes, there may also be the risk of the
security dilemma arising. A security dilemma arises when the build-up of defensive capabilities
can also theoretically function for offensive purposes, making cautious outsiders with little
information wonder about its true purposes. Much discussion has existed about this security
dilemma in relation to missile systems for example. I develop my missiles because you develop
your missiles and I cannot know why, but what if you do it because of that as well? Could this
count for the development of AI in NATO frameworks as well?
The Need for Multinational Dialogue?
As noted above, the different national strategies refer to the need for legal and ethical frameworks,
but what works for all is yet a question that needs answering by the alliance. There is a general
desirability of multilateral cooperation on AI, but so far most actions have been conducted
unilaterally. The reality is that these discussions have not yet taken off. There may be good reasons
for this, including the ongoing nature of LAWS discussions in Geneva or the understandable
reluctance—frequently encountered with respect to new technologies—to take positions that could
constrain innovation, give away current technological advantages of member states in international
frameworks, or that could present a strategic disadvantage to those who abide by the rules.
At the same time, the perception that there are unresolved legal or ethical issues hovering over
military applications of AI clearly poses a challenge to how alliance members organize security,
There is generally broad agreement among NATO allies that existing international law should
apply to the military use of new technologies, including AI. However, a perception of lack of
clarity on the rules of the game may lead to a lack of trust that might hamper multinational

cooperation. In this regard, dialogue about legal and ethical frameworks can be an important means
of building trust.
Individual NATO Allies are in the midst of developing their own national strategies for military
applications of AI. As noted above, while these strategies use some of the same vocabulary in
calling for more clarity on the legal and ethical frameworks of military AI, there is a real risk of a
lack of meeting of the minds about the substantive content of these frameworks.
Consider but one of the issues that will arise: the potential scope of difference of views related to
data ownership, sharing, and use.18 If data is “fuel” for AI, the question of who owns it and under
what conditions it can be shared and used by others is of strategic importance. Despite the sense
that like-minded countries will need to cooperate to develop their own sources of such “fuel,” there
is no agreed transatlantic approach in policy and law on how to handle a wide range of data-related
legal issues. Data sharing arrangements need to be in place beyond the limited, generally law
enforcement-related sectors in which there are existing arrangements. There is considerable work
to be done to create the necessary trust to develop mutually-agreed procedures that strike the
balance between the many different equities involved in such an exchange of information.
While most of these discussions on data take place outside of NATO, NATO does have some
experience that could be relevant. For example, NATO already has in place mechanisms for the
secure sharing of information that are based on trust built over the life of a seventy-year-old
Alliance. NATO has recently built upon these practices to promote the sharing of evidence
gathered in battlefield settings for use in the criminal prosecutions of foreign terrorist fighters.19
Achieving consensus agreement on these initiatives required a considerable amount of legal
dialogue for Allies to find a pragmatic way forward, building on NATO's tradition of “legal
interoperability.”20
In the end, NATO's early-days experience shows that in a multinational setting, it is important to
understand AI-enabled military applications and to support their implementation in practical
contexts. This requires open dialogue between Allies and other partners as well as with industry.
NATO has the potential to play a unique role in this process.

18 See Steven Hill, Transatlantic Interoperability Challenges in the Law of Armed Conflict in 2040 (Lieber Institute, forthcoming 2020) (citing transatlantic
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20 See, e.g., Peter Olson, Convergence and Conflicts of Human Rights and International Humanitarian Law in Military Operations: A NATO Perspective, in
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RPA’s as a security tool
So far we have discussed general developments in technology, cyber and AI, and how they affect
security, defence and international military cooperation. Challenges from a technological
perspective can also arise from something that is inherently associated with military affairs. Here
we will discuss one of these, namely Remotely Piloted Aircrafts (RPA’s), also known as
Unmanned Aerial Vehicles (UAV’s) or drones.
Since the 20th century, there are RPA’s in use of some kind for surveillance purposes. Armed
versions notoriously surfaced with the War on Terror in this century, making the MQ-1 Predator
drone one of the first of its kind that was equipped with missile capacities. RPA’s have several
operational advantages over other types of military equipment, such as helicopters and manned
fighter aircrafts. They can remain in the air for long periods of time. They are harder to detect and
are more silent. They are also more maneuverable, allowing for better data collection and
surveillance through a high grade video recorder. Lastly, certain RPA’s can be equipped with laserguided targeted missiles, such as the hellfire missile, allowing for targeting that barely deviates a
millimeter from its original target.21
It is good to realize that there are vast ethical, operational and organizational differences between
using RPA’s for merely surveillance purposes or targeted killing. Similarly, looking back at the
paragraphs before this especially, there are important differences between unmanned but piloted
RPA’s and fully automated RPA’s as well. Should there always be human pilots, sensors operators,
data analysts and others in the loop, or can an AI in a RPA ‘do the job’ as well?22 Should drone
use complement field operations, or is it both ethical and efficient to send drones to locations
without boots on the ground?
There are more advantages than only the operational ones. An important factor in military
operations is domestic public support, and the so called ‘body bags’ are known to play a negative
part on the support of publics for military operations in democratic states.23 RPA usage, since it is
unmanned, has the possibility to eliminate the risk of any body bags, putting only hardware and
software at risk. Some authors have pointed out the benefits of large security surveillance systems,
making threats easier to detect, which could be sustained by linked networks of RPA’s.
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Where we should realize that the advancement of AI-based RPA’s is still limited, not only because of technological
reasons, but also because of general operational reluctance to do so.
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Figure 2: design and specifications of a MQ-1 Predator, predecessor to the MQ-9 Reaper
However, RPA’s are not seen by all as a taken-for-granted operational advantage. Often RPA
usage is criticized for a variety of reasons. Some fear that blindly staring at its operational
advantages, especially by the military, will lower the threshold of violent (counter)-action by
governments (or international organizations). RPA’s make the use of violent action cheaper and
easier. When RPA’s are used for assassination and warfare, the right to fair trial is taken away
from the suppossed targets. Even more extremely, since no boots on the ground are required per
se if RPA’s are used, one may risk losing the hearts and minds in combat zones, with no associated
personnel being physically invested in these communities, but also making it impossible to affirm
aerial video footage with on the ground surveillance.
The targeting of RPA’s, be it for surveillance or assassination, has been under much scrutiny. Since
how can one recognize a terrorist/combatant/freedom fighter in a combat zone where the lines
between civilian life and the military are blurred? In particular parts of Afghanistan, for example,
owning a cheap assault rifle has an entirely different meaning than it would in a NATO member
state. Even if one has sharp camera footage, on what basis can it be clearly established that a
combatant is engaging in violent activities that are an imminent threat? This is one of the reasons
that much scepticism has come from the legal community as well, especially from legal experts in
the law of armed conflict, humanitarian law and human rights law.24
Though not always as high as publicly believed, there are several important investigations that
show severe civilian casualties because of armed drone usage. You will most certainly find more
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than enough articles about this. A lesser known aspect of collateral damage is the damaged
infrastructure, such as marketplaces, homes or schools, and a general fear of counter-insurgency
and explosions by citizens living in parts of the world that are prone to active armed RPA use,
such as parts of Pakistan and Yemen.
One other risk of drone warfare should be mentioned. The abovementioned mainly reflects on
military grade RPA’s, such as the Predator, Reaper and Global Hawk. A drone does not have to
be aerial - it can be land- or water based - but it does not have to be used by the military per se
either. We know, for example, that ISIS has used civilian grade aerial drones in combat-support
roles and for propaganda purposes.25 The mathematician and AI expert Max Tegmark has warned
of the risk of advanced terrorist groups acquiring or stealing (yet to be developed) advanced drone
technologies, such as fully automated aerial micro bombs.26

Figure 3: A NATO Global Hawk drone, part of the AGS initiative
The question is: how should NATO place itself in these discussions around RPA’s? Should it
embrace unmanned aerial vehicles or is there some reluctance in order? NATO is already using
Global Hawk drones as part of its Alliance Ground Surveillance (AGS).27 The RPA’s are part of
an early warning and surveillance system. According to NATO SG Jens Stoltenberg, these are a
gift: ‘intelligence, surveillance and reconnaissance is also about understanding what is going on
close to our borders. We have seen a significant Russian military build-up in the past years. We
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saw how Russia used force against Crimea. If we had a capability like the Global Hawk in 2014,
we would have been able to understand much earlier and better what is happening in Crimea’.28
At the moment it looks like NATO will only have RPA’s for surveillance purposes between now
and the near future. How do you think NATO should place itself in these drone debates? Are the
right steps being taken or is more reluctance necessary? Or should NATO start developing stronger
capabilities in a defensive framework? How does this relate to earlier discussions about AI and
cyber in your opinion?
The Way Forward?
From the use of Greek Fire and muskets to steamships, missile systems and stealth fighters,
technology has always been at the heart of capable military cooperation of any kind. Sometimes
these changes are inherently made by military actors, such as states, sometimes military actors will
need to adapt to them. In the multifaceted world we live in, with technological threats and
opportunities arising from citizens, non-state groups, states and others, the NATO alliance is able
to take the initiative but also needs to adapt to broader changes in the domains of cyber, AI and
security
technology.
Here we have outlined why a few of those pose opportunities for NATO to collaborate further, but
also why there are many sides to the technological coin and that we should be careful not to rush
ahead and not automatically gather and scrape as much technology as possible. Whatever the
alliance decides, it can have important consequences. Now it is up to you delegates to further
develop your own thoughts and come up with thoughts and solutions to these big questions.
Suggested Reading
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